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Excerpt from: Federal Trade Commission
Botnets and Hackers and Spam (Oh, My!) www.ftc.gov/bcp/edu/pubs/consumer/alerts/alt132.pdf

Hackers and spammers may be using your computer right now. They invade secretly and hide software to
get access to the information on your computer, including your email program. Once on your computer,
they can spy on your Internet surfing, steal your personal information, and use your computer to send
spam — potentially offensive or illegal — to other computers without your knowledge.

Computers that are taken over this way often become part of a robot network, known as a “botnet” for
short. A botnet, also known as a “zombie army,” usually is made up of tens or hundreds of thousands of
home computers sending emails by the millions. Computer security experts estimate that most spam is sent
by home computers that are controlled remotely, and that millions of these home computers are part of
botnets.

Spammers can install hidden software on your computer in several ways. First, they scan the Internet to find
computers that are unprotected, and then install software through those “open doors.” Spammers may send
you an email with attachments, links or images which, if you click on or open them, install hidden software.
Sometimes just visiting a website or downloading files may cause a “drive-by download,” which installs
malicious software that could turn your computer into a “bot.” The consequences can be more than just
annoying: your Internet Service Provider (ISP) may shut down your account.

Excerpt from: Onguardonline.gov
Stop — Think - Click http://onguardonline.gov/index.html

You can minimize the chance of an Internet mishap by adopting these practices:

1. Protect your personal information. It's valuable.
2. Know who you're dealing with.
3. Use anti-virus and anti-spyware software, as well as a firewall, and update them all regularly.

4. Make sure your operating system and Web browser are set up properly and update them
regularly.

5. Protect your passwords.

6. Back up important files. %
7. Learn who to contact if something goes wrong online



http://www.ftc.gov/bcp/edu/pubs/consumer/alerts/alt132.pdf
http://onguardonline.gov/index.html

Excerpt from: Get NetWise
E www.ftc.gov/bep/edu/pubs/consumer/homes/rea04.shtm

File-sharing Tips

The best tip for file-sharing is to stop and think before downloading files through these networks. It's best to
keep your and your kids' file-sharing safe, secure and legal. Here are more tips:

Don't download files from people you don't trust -- Just like you shouldn't open e-mail
attachments from people you don't trust, you should be wary about downloading files from them as well.

Keep your file-sharing legal -- Downloading copyrighted music, movies and software using these
file-sharing programs without the copyright owner's permission could put you in serious legal trouble. Peer-
to-peer users should be aware that they may not be anonymous while using these networks. Copyright
holders have located peer-to-peer copyright infringers and have sued them. There are a growing number of
online music and movie services where you can stream, download or purchase digital files with the copyright
owners' permission. Using these services is one way to ensure that you will avoid unwanted lawsuits.

Watch out for spy-ware -- Some file-sharing programs embed spy-ware programs when you install
them on your computer. These programs can run in the background and create unwanted pop-up
advertisements and some even monitor your online behavior.

Use and update your anti-virus software -- Computer experts are starting to see viruses being
spread through file-sharing networks. Be careful what you download and always make sure your anti-virus
software is running and frequently updated.

Secure your sensitive computer information -- If you keep sensitive information on your computer
like your tax return information and online bank account data, check to make sure that you are not
inadvertently making this available to thousands of strangers on the Internet.

Parents, talk to your Kids -- Parents should be aware that file-sharing networks contain
inappropriate audio and video clips -- many of a sexually explicit nature.

From the Files of Fort Hood’s Consumer Affairs Office

After a hard day at work one of the first things I do is check my email on my home computer. Well that is
after I feed the cats, prepare supper, clean up, etc. A couple of hours later I’'m finally ready to relax and
check my inbox. Yes! I have 10 new messages. How irritating, it turns out to be just a bunch of junk mail
and spam. I guess I need to reread the above articles in this Tabloid and follow my own advice.

The next step is to report the spam by forwarding it to spam@uce.gov which is part of the Federal Trade
Commission. Any Phishing mails should be sent to reportphishing@antiphishing.org. The Anti-Phishing
Working Group, a consortium of ISPs, security vendors, financial institutions and law enforcement agencies,
uses these reports to fight phishing. For more information about phishing go to www.phishinginfo.org;

Another tip - I will set up a separate email address to use when making online transactions. Such as:
booking reservations for airline tickets; Christmas shopping over the internet; or when signing up for an
online newsletter. This will cut back on the amount of junk mail my main account will receive.

Back issues of the Consumer Affairs Tabloid are available on the Financial Readiness section of the ACS
website at www.hoodmwr.com/acs.

Have questions? Contact: melody.squires@us.army.mil ~ 287-CITY (2489)


http://www.ftc.gov/bcp/edu/pubs/consumer/homes/rea04.shtm
mailto:spam@uce.gov
mailto:reportphishing@antiphishing.org
http://www.phishinginfo.org/
http://www.hoodmwr.com/acs


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings true
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue true
  /ColorSettingsFile (Web Graphics Defaults)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 100
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 100
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 300
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 300
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /PDFX1a:2003
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        0
        0
        0
        0
      ]
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MarksOffset 6
      /MarksWeight 0.250000
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PageMarksFile /RomanDefault
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [150 150]
  /PageSize [612.000 792.000]
>> setpagedevice


